UES R=AEERRA

—. Rl

1) REEZEHAFSMME UES BRER, Xt ES RFEHRBW. HIEZEZ BT H
EREE T, SEGERNEETEE.

2) REWMHEERMZIE, ik ES RFHWABFREYR, M EKSHEBRFEEGTIE
HREA.

—. ElRE

1.3 R A
T AR UES RS RN 6.5.4, FABITAH) UES B4 3 15 2225 3 4 4

2. REHFRFETTIR
1) 7E UES %l G SEAE B, sy “SH2-4mIFE, JEARCHE B .

9% ESERS UES

SEEE

2) TEMRMAE IR TR BN LA/ “ucloud_ues_security” , il “&%E” FEH.
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< EEREE SR

SEHER THEE Ex i) x-packiSHH =R HeE
= Q| &
FEEEE =m s Y e
ucloud_ues_security default EEEF. SERREE . F2E =%
ucloud_ues_sql default zi:;:—g%&EB;ﬂEﬁﬂﬁﬁ s - FEE =
- woEmy | 2

) TR BXHEE R Rl “BET TR T LA R

ucloud_ues_security o
3EEFE

1) BRI R B SO R TR ST, — A AR A
SR, AN R A, ST A RS, T A A2 A I AR
WAL G, R BRI S, — IO, 6 3 AN R SR e 22 AR U
VYT 15 4M R

2) TAMILRTENZIE, Uik ES MM GEEE SR, K5 %5 85wl iE
WA CRRANT A8 SR B 1Y Kibana FY K-S 310 Jo 2 A WLHE k525 1) .
ZNIEUNE

curl -H "Content-Type: application/json" —u admin:admin -XGET
http://localhost:9200/_cat/health?v
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http://localhost:9200/_cat/health?v

=. Ze—piaEtl
1A

ARik flik

Permission BAENE, BIaeIEZRS| (fla0 indices:admin/create ) ,

— AR, Flan, FiE X K] SEARCH 2 (R 2R 5% AN /B & 5 F _search F1

Action group
_msearchAPI,
REBEEXNRIRIEANTE . £5f, R, XHEFEE. B,
Z AR delivery_analyst TJRE7% B EEEA R, READ 5 delivery—data—*
Role BRI IR R 2 MR, XHXEE R 3| h P SRS 1R
PR IR BRINS P FER 8974 ) AXBR delivery_driver_name
Backend role (o] ) 5k B IR Eim Ay H AN ER A & (5120 LDAP / Active Directory) ,
User Fi 5] Elasticsearch &£8f & HiEk. ARRBREIE (Flza, APEH

ZH) . ENHE N ERARUERTIHEZIBEXENL.

RRERNHETEMRIIESETAR. ABME, BAeMFEIAR
(B /Eim M), Ha0, kibana_user () F| jdoe (FHF) AIRRESIELR

& John Doe 7E3k13F kibana_user S IIEEIXE T AT ENIR. B,
Role mapping all_access (F4f2) Z| admin ([FiR A6 ) WA EKEER RinAE admin
(3 B LDAP / Active Directory fr5588) F9{E{e FH FEf%5 15 7 all_access

SMRIERHFE TR, B D E AERSEIFZ B A/ SEm A
B,

2. P HIfEE

R AR A OO, A O S EREREERR, FE TRIIBBIR, ST
FBRZEMASIM RS, R)G, B 6, DAEH g ax seL
BR. Security flPFHIH TR HUE SCHRAELL, M, WSPRUT . X SEsiR /e A B
WNEL, 2 A G A AR L A 1)1

PAT B BRAE R B AR AU, 7E Kibana AT

1) RIEmF
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(1)i%#E “Security” - “Internal User Database” - “Add a new internal user” .
Q) A P2 R,

(ARG, I v aEYE. i OS5 e aARE. 5 a2k I
BOrEuE ARS8 (Bi40 LDAP / Active Directory) HYSNMTA . WREAMITIMBRS, W
A LAZZE e A . SRR AT R, A TR G IR B e A i AL
i,

@iz, e e,

2) AlgMa

(Di%FE “Security” - “Roles” - “Add a new role” .

AL DN RN S

(3)7E “Cluster Permissions” . “Index Permissions” . “DLS/FLS” . “Tenants” #FR%& it

HoA A B EAR AR .
@rihPesr, sef m e,

3) FMAPBRSEAE

A aE, GRAP @0RmMAE) BEEIE. Bk, AMBEEA XS
NP RE—A R G, BETEmtT, dRRMRREEFE - E, N5
M TRV T3 R

(DiE#E: “Security” - “Role Mappings” - “Add a new role mapping” .
@IEFEAL., WARMAERKER, WERMECAATE.
QMRIESREIE M 7, JEufAE (O H LDAP 8% Active Directory B €5) FEHL (Fil4n

* devops.my-organization.org) .

@RTAREE, S B L.

3. R E M

SCR G G A VE SRR F A BRI R 2 5 | P B SO 4 . TR IR SRS AN P B e a1
I A B YA 2 T Kibana H-3E$% Security. S8 J51%+#E Roles, BIE—#Hf M, SAEESE DLS
/ FLS.

1) HEMAR

SNG4 PE ] Elasticsearch £8f) DSL 2K & XA (32 T U5 MIAUBRAY SCRY . £ Kibana
H, BEFRERGTALE DLS / FLS 330 4R it ify) -
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"bool"
"must"
"match"

"genres": "Comedy"

BT IR) 8 X T M A B R SO, H genres TFBUM L Comedy.

17, _search API UHLZYE SRALFE{ "query™: { ... } A I1H), [EAEXFMEHLT, BHEHE
feEMMA L,

TE REST APL W, BCRFEHIME N FAFER AL, R anziigt X515, B e i i
BUTAT 25 [ ATAT SCRY, 5B public 3# N true:

"cluster" : [ "*"
"indices"
"pub*"
"x": [ "READ"

"_dis_": "{\"term\": { \"public\": true}}"
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2) S¥EHR

FAEVFZ A&, QT DA X 2828 S AR Y P ) S M A AT KLU (5140, ${user.name}
BN LA R4 K.

BEFLIN) Fe i P 2B 44 R readable_by 7B {E AT AR] SCAY:

"cluster" : [ "*"
"indices"
"pub*"
"x": [ "READ"

"dis_": "{ \"term\": { \"readable_by\": \"${user.name}\"}}"

AFTERA R B 4t
R Bt
${user.name} H P4
${user.roles} 1SS bE S P ey E
${attr.<TYPE>.<NAME>} | <NAME>} H P& X4 PR J@ Pk . <TYPE>J2 internal, jwt B¢ ldap

3) ETREEHZEME
T DA terms_set ZEIfAY A ORI SEUEHOR S T T B PR 4.
FIFE SC
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"password": "asdf",
"roles": ["abac"],
"attributes": {

"permissions": "\"att1\", \"att2\", \"att3\""

PUT _ucloud_ues/_security/api/roles/abac

"indices" : {

. [”READ"],
"_dis_": "{\"terms_set\": {\"security_attributes\": {\"terms\": [${attr.internal.permissions}],

\"minimum_should_match_script\": {\"source\": \"doc['security_attributes'].values.length\"}}}}"

4 FBR TN

T B LA SO N Pl DA B SR B RSO G et 4, R AE
il NIRRT DT,

FE UGS F SCARY RN 7 B & 4 1 0 B 187 BR 7 ¥ 2 4T FF Kibana H %64 Security. 2R J5 4
Roles, Al@—#rfifa, SRJE1E#E DLS /FLS.
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1) SRR TER

BB B AR A AR SRR B, GRS B, R PER R SR
B RAFFNIXEFE, BN, WRAHE actors, title F1 year 4035k, #7245 0] GE 2 XL

"_index": "movies"
"_type": "_doc"
"_source"
"year": 2013
"title": "Rush"
"actors"
"Daniel Bruhl"
"Chris Hemsworth"

"Olivia Wilde"

WRHRRR B, T PTER R SO I 2 B B S e 7 Be 2 S B 7 B BN, AR
ARLERH I B 5B, AR ] A 4R R 25 2R nl REATR s

"_index": "movies"
" type": "_doc"
"_source"

"directors"
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"Ron Howard"

"plot": "A re—creation of the merciless 1970s rivalry between Formula One rivals James Hunt and
Niki Lauda."
"genres"
"Action"
"Biography"
"Drama"

"Sport"

FEnT DA A 2 iR RR R S B I R 5 2R, R B0 R A R SR 2R TR
RXF AL, WA,

BeVE A 5% Kibana
(1)i%E$Eff 4 F1 DLS / FLS.
@EFE—IRTI.

(3¥E “Include or exclude fields” FEtF, i T HiF FRBEH o ek, RIGHE 1K
LT B “Save Role Definition” .

2) 521 AGES)

QNSRRI P B A, FRATEBGX S/ XA~ R 518 A include X exclude 15 74] .
GAAVEREEH AND i BAFPS PR L 2k &, F L4 A include Al exclude #47) 7] g
SEF T R TG IE R TAE.

BN, FF movies R, WREALE actors, title Fil year ZE— A, HEFR actors,
title Al genres 7E3 — A, RIFRPA A ABLGTE|R— R P, #8REGERTREW T iR
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"_index": "movies"
"_type": "_doc"
"_source"
"year": 2013
"directors"

"Ron Howard"

"plot": "A re—creation of the merciless 1970s rivalry between Formula One rivals James Hunt and

Niki Lauda."

3) SXHFEEHNZE

AN A VEHOBIT Elasticsearch £, X RWRE 201 W) IrA FBLah 45 ml UL A fg f
B TAE. WRR B et S SO S G, iSRS BRI SCR e A P fif
i RSN

5. FBBEw

RGN 7 B NSO MR 5B, W RT AR ETIRI(E. Fal, 7B
e SUE TR T A AR R TBE, IO e A 4 7 B L

T BB T B AR R MR 6, BARTIER B R TR, ZT AR
Ferefy 0 AAL SO AR N R U B, N HAL A G BRRCEN. A PRl B R R ]
BEANR P

"_index": "movies"

10 / 19



"_type": "_doc"

"_source"
"year": 2013
"directors"

"Ron Howard"

"title": "ca998e768dd2e6cdd84c77015feb29975f9f498a472743f159bec6f1f1db109e"

1) BEFBG#

%5k Kibana

(1)¥e$F €1 DLS / FLS.

@iEPFE—PRE].

O “BR” T, e PsZATFEN “REFEABEL .

2) (R BERERBHRERE

ERONTE DU, A MEs O BLAKE2b 53, (HART DA VM SRR ATl i 3.
HH F 35 MD5, SHA-1, SHA-384 il SHA-512.,

TR AR, AR DR BUS AN

(]
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- "title::SHA-512"

- "genres"

— ”READ"

3) (B4) BETEANFBEERK
] DA — A8 2 A IR Nk AR A AR SO BR i E B, R 2B @ A, 152
<field>::/<regular-expression>/::<replacement-string>. WA LN ENFIRL, 500/ M A2
A7 f£ 3%, A0 shell HAYEFIA:
hr_employee:
index_permissions:
— index_patterns:

— 'humanresources'

allowed_actions:

masked_fields:
- 'lastname::/.*/::*"
~ "*ip_source::/[0-9]{1,3}$/:XXX::/"[0-9]{1,8}/ s
asdf
someonerole:
cluster: []
indices:

movies:
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— "title::/./x"

- "genres::/"Na-zA-Z1{1,3}/:XXX::/[a—zA-Z1}{1,3}$/:YYY"

— "READ"

% title TEAPFFBEH R FAF O, NIRRT ARSI B T AF e K. 1%
genres TEAIREFATFER A HT = AN FAFHEON XXX g =547 YYY.

4) NFHIHCFRHIE M

A ST SR e, T AR B0 SORS P R B BE RS AR filn, SR DA
PR BRSBTS A HL 1 RO B s AR . X iU ST SR HEBR R RS T B Vs 1), PN
AP RER THOME, AR B WISCE.

6.Kibana Zf

Kibana I A/ 2 T RAFRG IR, aldfl, (RARAIHAR Kibana XF 4250, B
WL, Brfy Kibana M A AT RPN RAAMER. 4 /fl 1 7E44 Kibana ]
P2, R R R A A Y, JoiRIE .

HLPF-45 Hofth Kibana 722 4 30 2 G0 AR . T DAZR I R L8 £ £, ] DA
VIR DA X 26 g2 15 BRI 5 AV AR

] DAEE AL L P 3T R T AE, 5 analysts FH 7 A0 4 B A —E2 G 2 E40 10 T A4k,
FEAEPFH A A F] ST BRI executive.

WS HE NI AL SOl AR AR, AT LAE B113% URL G5 FHL
http://<kibana_host>:5601/app/kibana?security_tenant=analysts#/visualiz

e/edit/c501fa50-7e52-11e9-ae4e-b5d69947d32e?_g=()

1) P
TEZAYEEMAT, P 2AamEt. Za@ME T, WRE %] Kibana HH M.
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o EE (RW) RAFABEENEXEFTHNR.

o Rif (RO) MRAKABEENR, BREEHEN.
PAE T

(1)%¥:3% Kibana.

@QikBFERENAE.

)R B A BRI A A .

(AIEPEREF .

New Role

Overview Cluster Permissions Index Permissions DLS/FLS Tenants

Role: new-role

Tenants
Tenant

Permissions

human_resources Read / Write ~

another_tenant Read / Write

+ Add

IEE

Save Role Definition Cancel

2) &P Kibana &3]

Kibana ) FFIFRRCARE T A X AR R AN 5] kibana. Security AR R GI H T4
SR P, AR RS HARH P R R 5. BN P iEE — M RAE P, BTSSR
R B R G EIG A

.kibana_<hash>_<tenant_name>

.kibana_<hash>_<username>

LAV G IR EFR AT I IX LR G [ FK, eI AT REA A 44 FRAn
AR SESRILAL.

7 AR
PAF j& e MR n] FIACRR A SsE 283 3 . AR BR AR 1 il X 2 B sk APT Y 151) .
1) &£
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cluster:admin/ingest/pipeline/delete
cluster:admin/ingest/pipeline/get
cluster:admin/ingest/pipeline/put
cluster:admin/ingest/pipeline/simulate
cluster:admin/ingest/processor/grok/get
cluster:admin/reindex/rethrottle
cluster:admin/repository/delete
cluster:admin/repository/get
cluster:admin/repository/put
cluster:admin/repository/verify
cluster:admin/reroute
cluster:admin/script/delete
cluster:admin/script/get
cluster:admin/script/put
cluster:admin/settings/update
cluster:admin/snapshot/create
cluster:admin/snapshot/delete
cluster:admin/snapshot/get
cluster:admin/snapshot/restore
cluster:admin/snapshot/status
cluster:admin/snapshot/status*
cluster:admin/tasks/cancel
cluster:admin/tasks/test
cluster:admin/tasks/testunblock
cluster:monitor/allocation/explain
cluster:monitor/health
cluster:monitor/main
cluster:monitor/nodes/hot_threads
cluster:monitor/nodes/info

cluster:monitor/nodes/liveness
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cluster:monitor/nodes/stats
cluster:monitor/nodes/usage
cluster:monitor/remote/info
cluster:monitor/state
cluster:monitor/stats
cluster:monitor/task
cluster:monitor/task/get

cluster:monitor/tasks/list

2) &5l

indices:admin/aliases
indices:admin/aliases/exists
indices:admin/aliases/get
indices:admin/analyze
indices:admin/cache/clear
indices:admin/close
indices:admin/create
indices:admin/delete
indices:admin/exists
indices:admin/flush
indices:admin/flush*
indices:admin/forcemerge
indices:admin/get
indices:admin/mapping/put
indices:admin/mappings/fields/get
indices:admin/mappings/fields/get*
indices:admin/mappings/get
indices:admin/open
indices:admin/refresh

indices:admin/refresh*
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indices:admin/rollover
indices:admin/seq_no/global_checkpoint_sync
indices:admin/settings/update
indices:admin/shards/search_shards
indices:admin/shrink
indices:admin/synced_flush
indices:admin/template/delete
indices:admin/template/get
indices:admin/template/put
indices:admin/types/exists
indices:admin/upgrade
indices:admin/validate/query
indices:data/read/explain
indices:data/read/field_caps
indices:data/read/field_caps*
indices:data/read/get
indices:data/read/mget
indices:data/read/mget*
indices:data/read/msearch
indices:data/read/msearch/template
indices:data/read/mtv
indices:data/read/mtv*
indices:data/read/scroll
indices:data/read/scroll/clear
indices:data/read/search
indices:data/read/search*
indices:data/read/search/template
indices:data/read/tv
indices:data/write/bulk

indices:data/write/bulk*
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indices:data/write/delete

indices:data/write/delete/byquery

indices:data/write/index
indices:data/write/reindex

indices:data/write/update

indices:data/write/update/byquery

indices:monitor/recovery
indices:monitor/segments
indices:monitor/settings/get
indices:monitor/shard_stores
indices:monitor/stats

indices:monitor/upgrade

8.RRABRIEA

BT B A BRI SR VR AL T

MR AL E

1) —#

HH. W, QRN R —E0r R X LA

AR

ik

UNLIMITED | ##FZ£ihaR. o IAEEBER AN ESIRINER ., FF*,

2) HHL

G2k

ik

CLUSTER_ALL

BEYBESEEINR. FT cluster*,

CLUSTER_-MONITOR

B EEBBENIR. ZTF cluster:monitor/* ,

CLUSTER_COMPOSITE_OPS_RO

Y REABREKIATTIER KU mget, msearch (& mtv,
I ERBREIBFE.

CLUSTER_COMPOSITE_OPS

2£[5) CLUSTER_COMPOSITE_OPS_RO , {Bt13%F bulk YR

FFErH BB ABR .,
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MANAGE_SNAPSHOTS | B F B IR IBATZfE A HRUR.

3) &5l%

G2k

ik

INDICES_ALL

BRFRSIMNFABNR. FT indices:*,

GET FEFAXER get F1 mget FRAEAIINBR .
READ BT EBACR, BlaniE R, FREUFERRSS get & mget,
WRITE BT X AN SRR,
DELETE T MBR ST B9ANBR .
CRUD 44 READ, WRITE #1 DELETE #2{£41.
SEARCH RTEREEHIPPR. B SUGGEST,
SUGGEST BT EREIL AP PR, B&7 READ #{EHP,

CREATE_INDEX

BT IR S RS AR .

INDICES_MONITOR

RYPTHRERSIENRIENDR (flm, kE. BRER.

FRZS)

ELTES

it

MANAGE_ALIASES

BT EEARAIR.

MANAGE

RY R3I89 E BAMEENR,
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